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Periodic Behavior in Botnet Command and Control
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Abstract—A botnet is a large network of bots that are under the
control of a bot herder. Botnets have become a significant threat
to network communications and applications. Botnets’ execution
relies on Command and Control (C2) communication channels
traffic, which occur prior to the attack activity itself. Therefore,
the detection of C2 communication channels traffic enables the
detection of the members of a botnet before any target is attacked.

We study the periodic behavior of C2 traffic that is caused by
the pre-programmed behavior of bots to check for and download
updates every 7' seconds. We use this periodic behavior of the C2
traffic to detect bots. This involves evaluating the periodogram of
traffic in the monitored network. Then applying Walker’s large
sample test to the maximum ordinate of the periodogram to
determine if it is due to a high periodic component in the traffic
or not, and, if it is, then it is bot traffic.

We apply the test to a TinyP2P botnet generated by SLINGbot
and show a strong periodic behavior in the bots traffic. We study
the effect of the period’s length and duty cycle of the C2 traffic on
the test performance and find that it increases with the increase
of the duty cycle and/or the decrease of the period length. We
analyze the test’s performance in the presence of injected random
noise traffic and develop a lower and an upper bounds for the
test performance.

Index Terms—Botnet detection, period, duty cycle, SNR, peri-
odogram, Walker large sample test.

I. INTRODUCTION

A botnet is a large network of bots (compromised comput-
ers) that are under the control of a bot herder. Botnets have
become a significant threat to network communications and
applications, as they increase the efficiency of network attacks
such as denial-of-service (DoS) attacks, scanning, phishing,
E-mail spam, identity theft, click fraud, and espionage. This
capability of a botnet is attributed to the large number of hosts
that it controls, which ranges from hundreds to thousands that
work together in carrying out an attack, as opposed to when
only a few number of hosts carry out the attack.

Unlike other types of malware, botnets execution relies on
Command and Control (C2) communication channels traffic.
A bot herder uses these channels to command bots to ex-
ecute attack activities and to control bots to download the

*This material is partially based on work supported by the United Stated
Air Force under Contract No. FA8750-07-C-0212. Any opinions, findings and
conclusions or recommendations expressed in this material are those of the
authors and do not necessarily reflect the views of the U.S. Department of
Homeland Security or the U.S. Air Force.
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information and code they need to execute their attacks. We
note here that the C2 communication channels traffic occurs
prior to the attack activity itself. Therefore, the detection of C2
communication traffic will enable the detection of the members
of a botnet before any target is attacked.

Botnet C2 communication traffic, in general, has low vol-
ume and is well behaved (i.e., it does not violate network
protocol rules). This makes its detection difficult especially
if there is only a small number of botnet members in the
monitored network. However, in many botnets variants, bots
are pre-programmed to check for and download updates every
T seconds. This may be due to a number of factors including
ease of coordination and ease of programming. Due to this pre-
programmed behavior of bots, we observe periodic behavior in
C2 communication traffic [1]. We use this observation to detect
bots by looking for periodic behavior in the C2 communication
traffic in the monitored network.

In this paper, we extract from a bot’s C2 communica-
tion traffic the packet count sequence to evaluate its peri-
odogram, [2]. Then we apply Walker’s large sample test, [3],
to the maximum ordinate of the periodogram to determine if it
is due to a high periodic component in the traffic or not. The
presence of a periodic component in the traffic is a strong sign
that the host sending/receiving it is a member of a botnet. We
also study the effect of the period’s length and duty cycle of the
C2 traffic on the test’s performance. In addition, we examine
how does the test perform in the presence of injected random
noise traffic. We note that the use of statistical properties of
network traffic to analyze, infer, classify, or detect network
activities has been used in previous studies, see for example,

(4], [31, [6], [7], [8], [9].

The rest of the paper is organized as follows, Section II
explains the motivation of using periodograms to detect the
periodic behavior of the C2 botnet traffic. Section III presents
Walker’s large sample test that is applied to the maximum
ordinate in the periodogram to test if it is due to a periodic
component or not. In Section IV, we generate the test data
traffic, apply the test, and evaluate and analyze the results,
and in Section V we give our conclusions.
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II. PERIODIC BEHAVIOR IN C2 BOTNET TRAFFIC

Periodic behavior arises in botnet C2 traffic due to the
pre-programmed behavior in bots. In many botnet variants
with different structures and communication protocols, bots
frequently contact each other every 7T seconds to receive
commands, update data, and send keep-alive messages. This
results in a periodic behavior in a host’s traffic at the transport
port number used by the bot. Therefore, detecting periodic
behavior in a host’s network traffic is an indication that the
host is part of a botnet. We stress that periodic behavior might
also arise in other forms of traffic, for example, software
updates. We also note that, in other botnet variants, bots can
contact each other at arbitrary times, which results in C2
communication that does not exhibit periodic behavior. We
point to all these and their effect on the false alarm and
detection rates and on the efficiency of the message exchange
of a botnet in [1].

In addition to our work in [1], we are aware of a previous
study, [10], that exploits the periodic behavior of botnet C2
traffic to detect bots. The autocorrelation function of the host’s
traffic was computed in the time domain to examine whether
the traffic has a periodic component or not. We propose to
work in the frequency domain, as it involves less amount of
computations, therefore is faster in time. This can be achieved
by analyzing the Power Spectral Density (PSD) of the C2 traf-
fic to detect its periodic behavior. The PSD can be estimated by
taking the Fourier Transform of the autocorrelation function.
Alternatively, a PSD can be estimated using periodograms,
[2]. The periodogram of a time sequence (signal) provides its
power at different frequencies. Periodograms have been used
in other areas to detect periodic behavior like biology [11]
and geophysics [12]. It has also been used to analyze network
traffic, see for example [13].

The periodogram is useful to identify frequency components
that possess high power levels. Therefore, the periodogram of
a periodic signal will have a high peak at the reciprocal of the
fundamental period of the signal when compared to the mean
of the periodogram.

To evaluate the periodogram of the traffic of a given host
at a given port, we first count the number of packets over a
selected aggregation interval to produce a discrete time packet
count sequence. The periodogram P, [k] of a discrete time
sequence z[n] is the square magnitude of the Discrete Fourier
Transform (DFT) of the signal evaluated by

where

= —j2rkn
Xkl = —
] ;Ox[n]exp( )
is the N-point DFT.

Figure 1 illustrates the usefulness of the periodogram in
detecting periodic behavior. The top-left plot shows a square
wave signal with levels 0 and 1, a duty cycle of 20%, a
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Fig. 1. Left plots show a periodic signal with a period of 0.1 second, and
its one sided periodogram that consists of a large peak at the fundamental
frequency and smaller peaks at the harmonics. Right plots show an aperiodic
signal, and its one sided periodogram that consists of several small peaks.

period of 0.1 second, and a duration of 1 second. The one
sided periodogram of this square wave after subtracting its
mean (bottom-left) consists of a “large” peak at 10 Hz, smaller
peaks at multiples of 10 Hz, and almost zero elsewhere. These
smaller peaks represent the harmonic components. The top-
right plot of the figure shows an aperiodic Poisson random
signal with a mean and variance of 0.16, and a duration of 1
second. The value of the variance of this signal is selected so
that it has its power after subtracting its mean is the same as
the power of square wave after subtracting its mean, which is
0.16. The one sided periodogram of the aperiodic signal after
subtracting its mean (bottom-right) consists of several peaks,
however, none of them has a large value when compared to
the mean of the periodogram.

We note that we use the standard periodogram rather than
the Welch’s method of averaged periodogram [2], [14]. This
is because in our work we are interested in the detection and
estimation of a single periodic component, which is better
achieved using the standard periodogram as discussed in [15].
The averaged periodogram is used by others to represent the
spectral density of the traffic [13] and to detect a periodic
component with nonstationary phase [15].

ITI. TESTING THE SIGNIFICANCE OF THE PERIODOGRAM
PEAK

From the bottom plots of Figure 1, one can see that the
periodogram of either a periodic or aperiodic signal will
always have a peak. Therefore, we need to be able to determine
whether the peak is significant enough to declare it is due to
a periodic component with the frequency where the peak is
located or not. We use binary hypothesis testing, [16], [17],
to achieve this.
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Before we set up the two hypotheses, we assume the fol-
lowing; the packet count sequence extracted from the network
traffic communication of a given host on a given port has a
Poisson distribution. We acknowledge that Poisson statistics
may or may not be an accurate model for network traffic at a
given port. We use it as a first step to simplify the analysis.
More complex models will affect the threshold selection.

Poisson statistics are a good approximation to binomial sta-
tistics when the binomial parameter n is large and the binomial
parameter p is small' [18]. A binomial random variable with
a large n and its Poisson approximation (when p is small)
can be, based on the central limit theorem, approximated
by a Gaussian random variable [18]. Then, the packet count
sequence extracted from the network traffic communication
for a given host on a given port, after subtracting its mean
and normalizing it by its standard deviation, can be treated as
having a standard Gaussian distribution (i.e., N (0, 1)).

We now set up the null hypothesis Hy, which is that the
packet count sequence x[n] is Gaussian, against the alterna-
tive hypothesis that z[n] has a periodic component at some
unspecified frequency plus the Gaussian noise. Under Hy, it
can be shown that the ordinates P, [ko| of the periodogram of
x[n] are independently identically distributed (i.i.d.) [3]. Each
P,.[ko] has a distribution that is proportional to a Chi-Square
distribution with two degrees of freedom [3]. Specifically,

wa[kO]/U?r = X%~

Since a Chi-Square distribution with two degrees of freedom
is equivalent to an exponential distribution with mean 2, it
follows that the probability density function of Py [ko]/0?2 is

0<z <00

f(a) = 5 exp(—/2),

Therefore, for z > 0,

z

/%exp(—x/%dw
= 1—exp(—z/2).

Pr [le[k()]/o'z < Z]

M

Since we are interested in the maximum value of the
periodogram ordinates, we define the ratio test statistics,

(P [K])

2
0z

max
0<k<m-—1
Yz =

2

Since under Hy the periodogram ordinates P, [ko] are i.i.d.,
then it follows that, for z > 0,

Pr[7w>z] - 1*PI‘[’}/$§Z]
1= Pr [(Pra[ko]/02) < 2, all ko
= 1—(1—-exp(—2/2))",

(€))

'A binomial random variable is defined as the sum of n independently
identically distributed (i.i.d.) Bernoulli random variables with probability p.

where m is the number of ordinates at the positive frequencies
of the periodogram.

Equations (1)~(3) assume that the variance o2 is known a
priori. However, in practice it is almost never known, and an
estimate is used. The variance o2 can be estimated directly
from the time sequence z[n] using the sample variance. But
since z[n] might not be always available, it is preferable
to estimate o2 directly from P,,[k]. The estimate of o2

according to [3] can be evaluated by

m—1
- 1
2= P |k].

The quantity o2 is an unbiased estimate of o2, and we use it
in place of 02 in (2) to define the sample ratio test statistic,

Lo gi@f_l(P”[k]) ,
9u = m—1 ( )

s > Pralk]
k=0

When m is large, 02 will be a good approximate to o2,
thus, we can treat the denominator of (4) as o2. Then, g will
have the same distribution as _, and asymptotically under Hy
we have, for z > 0,

Prig; > 2] ~1— (1 —exp(—2z/2))" . )

The asymptotic distribution of g is the basis of Walker’s large
sample test for max(P,.[k]), page 407 of [3].

Under the alternative hypothesis H;, where the signal is
periodic, g will be large. This allows us to use a one-sided test
and select the critical region g > z,, where 2, is selected so
the right hand side of (5) is equal to «, which is the false alarm
probability of the test. If the calculated value of g from the
sample data is less than z,, then we accept Hy, and conclude
that z[n] does not have any periodic component. If g% is larger
than z,, then we reject Hy with a false alarm probability of «
and conclude that x[n] has a periodic component. The value
of « is selected based on how small we would like the false
alarm probability to be.

We note that Fisher has derived an exact test for
max(P,.[k]) [3], [11], [19]. However, we prefer to use
Walker’s test for the following reasons: first, Fisher’s test
involves using combinatorial coefficients, which are limited
in their accuracy as the number of sample points gets large,
hence we lose the exactness of the test. Second, even if the
number of sample points is not large, evaluating z, to set
the critical region to « is not straight forward. This requires
for each calculated g% to evaluate Pr[y, > ¢%] and check if
it is smaller than « or not. Third, usually, we are not short
of network traffic to get a good estimate o2 to use in the
denominator of (4).

IV. EXPERIMENTAL SETUP: EVALUATION & ANALYSIS
A. Botnet Setup

We use SLINGbot, [20], (System for Live Investigation of
Next Generation bots) to generate examples of ground truth
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C2 traffic. SLINGbot generates the C2 communication traffic,
which includes downloading bot software, connecting to bot
C2 servers, and receiving botnet commands. SLINGbot uses a
C2 feature space that consists of five separate dimensions for
the functionality of botnets. The five dimensions are: topology,
rallying mechanism, communication protocol, control mecha-
nism, and command authentication mechanism.

We use SLINGbot to set a of TinyP2P (Peer-to-Peer) botnet?
that consists of five bots and one bot herder. Each of the five
bots is pre-programmed to update its data with a different
period. The experiment was run for about 35 seconds, and the
periods that the bots use are 3, 4, 5, 6, and 7 seconds. We use
an aggregation interval of 100 ms to extract the packet count
of each bot’s traffic on port number 11375, which is the port
number used for C2 communication. In the following section,
we discuss the results on this dataset.

B. Results

The top plots of Figure 2 show the packet count sequences
of two TinyP2P bot C2 traffic. The periods of the traffic for
the first bot (top-left) and the second bot (top-tight) are 4 and
6 seconds, respectively. The periodic behavior is apparent in
both plots. At the beginning of each period each bot checks
with its peers to see if there are any updates, and if so it
downloads them; after that it becomes silent until the next
period starts. The duration of the active time in the period
is not affected by the duration of the period in the two bots.
Therefore, the duty cycle of the first bot’s traffic is higher than
the duty cycle of the second bot’s traffic; the reference to the
duty cycle will be apparent below.

The bottom plots of Figure 2 show the modified peri-
odogram?, [2], of the packet count sequences after subtracting
their mean and normalizing by their standard deviation. The
periodogram of the first bot (bottom-left) consists of a large
peak at 273 MHz, which corresponds to a period of 3.7 sec-
onds. This period agrees with the 4-second pre-programmed
period of the bot. The periodogram of the first bot also consists
of smaller peaks at the multiples of the frequency. The smaller
peaks are the harmonic components as discussed in Section II.
The same observations apply to the periodogram of the second
bot (bottom-right), except that the peak is located at 176 mHz,
which corresponds to a period of 5.7 seconds. Again, this
period agrees with the 6-second pre-programmed period of
the bot.

Duty Cycle: We test the significance of the peak,
max(P,[k]), of each of the two periodograms in Figure 2
by evaluating the ratio g} in (4) for each periodogram. We
select the false alarm probability, «, to be equal to 0.1%.
This value of « is selected since, in general, it is desired to
have a low false alarm rate, in particular, in network anomaly
detection systems. The value of « is equated to the right hand

2A TinyP2P botnet is a botnet that uses TinyP2P as its communication
protocol [20].

3The modification is achieved by multiplying the sequence by a Hamming
window to reduce the level of the side-lobes. We note that windowing comes
at the cost of reducing the sharpness of the peak.

C2 traffic (4 seconds period) C2 traffic (6 seconds period)
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Fig. 2. The top plots show the packet count sequences for the C2

communication channels traffic of two TinyP2P bots with two different
periods. The bottom plots show the one sided periodogram of each sequence.
The aggregation interval for the packet count is 100 ms.

side of (5), resulting in a threshold value, zg 19, of 24.9*. We
find the values of g} for each of the two periodograms to
be 101.4 and 77.0; both are larger than z 19,. Therefore, we
reject the null hypothesis and conclude that both sequences
have a periodic component. The periodogram of the first bot
has a higher value of g} than the second bot because the
ratio of the periodogram’s peak to the harmonic components is
larger, which is due to the larger duty cycle. This is due to the
following fact. The Fourier transform of a train of rectangular
pulses is a sampled sinc function. For trains of rectangular
pulses with a larger duty cycle, the ratio between the main
peak and the harmonic components at the Fourier transform is
also larger. Hence, for trains of rectangular pulses with larger
duty cycle, the main peak is more significant.

Noise: The periodic behavior of the traffic in the two bots
is very apparent as confirmed by the fact that the two values
of the ratio ¢ are more than three times larger than the value
of zg.1%. The bot herder can attempt to reduce this strong
periodic behavior by injecting random noise traffic w(n] to the
C2 traffic z[n] to hide its periodic behavior. The total traffic is
y[n] = z[n] + w[n], and the resulting ratio g;; becomes noisy.
The effect of injecting random noise to the packet count on
the value g; is illustrated in Figure 3, where a Poisson random
sequence is added to the packet count sequences in Figure 2.
The variance of the Poisson random sequence o2, in each case
is set so that the Signal-to-Noise Ratio (SNR) is —6 dB (i.e.,
the power of the Poisson sequence is four times the power of
the packet count sequence). The periodic behavior of the two
packet count sequences is no longer visible in the time domain
(top plots). But it is still apparent in the frequency domain

4The number of ordinates at the positive frequencies of both periodograms,
m, that is used in evaluating zq 19 is 256.
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Noisy C2 traffic (4 seconds period) Noisy C2 traffic (6 seconds period)
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Fig. 3. The packet count sequences and their one sided periodogram for the
C2 traffic in Figure 2 with added Poisson noise (SNR = —6 dB).

(bottom plots), where max(P,,[k]) of each periodogram is
still located at the frequency of the sequence z[n).

The added noise results in having a g; value of 31.8 and
17.0 for the periodogram of the first and second bots traffic,
respectively (we remind the reader that the two corresponding
values of g; without adding the noise are 101.4 and 77.0).
The g, value of the first bot is still larger than zg 194 = 24.9,
hence, the test will declare that the sequence has a periodic
component, whereas the g; value of the second bot is smaller
than zg. 19, hence, the test will declare that the sequence does
not have a periodic component. The first bot resisted the added
noise since it had a higher g value in the absence of the
noise. This is because its traffic had a higher duty cycle and
a higher number of repeated periods than the second bot’s
traffic. The detection of the periodic behavior of the second
bot’s C2 traffic can be achieved at the expense of increasing
the false alarm probability «, which will decrease the value
of z,. In addition, the periodic behavior of the C2 traffic can
be detected by monitoring longer intervals of the C2 traffic.
This will allow observing larger number of periods, which will
increase the peak of the traffic’s periodogram.

We further study the effect of adding noise to the first bot
C2 traffic by varying the level of the noise power, and plotting
Elg;] against the inverse of the signal-to-noise ratio, SNR™".
The solid curve in Figure 4 is the average of 2000 runs; it
shows the effect of increasing the noise power on reducing
the value of E[g;]. The value E[g}] when SNR™' = 0 (i,
in the absence of noise) is the value of g =101.4. The value
Elg;] reaches the value of zg 19, = 24.9 at SNR™! = 4.5

We develop two bounds for E[gy] that are shown in Fig-
ure 4. The dashed curve above the E[g;] curve shows

120 !

Elg,

— — — Upper bound
100 —-—- Lower bound [
=249

N Z01%

Elg,]

SNR™!

Fig. 4. The effect of adding random noise traffic to the bot’s C2 traffic in
the left plots of Figure 2 on E[g}].

2
(V@§+- SNR*Q

1+SNR™!
and the dashed dotted curve below the E[g;] curve shows

; (6)

9o
1+SNR™Y @)
The plots of Figure 4 shows that (6) is a tight upper bound,
while (7) is a looser lower bound. These two bounds are
helpful in determining the level of noise that the periodogram
of a bot traffic can sustain for a given false alarm probability.
We now show how we develop the two bounds for Elg;]
starting with the upper bound. Instead of bounding the mean
of the sample ratio test statistic E[gy], we bound the ratio
test statistic E[y, ]. Equation (2) shows that v, is expressed
by P,,[k] and o7 °. Since the added noise traffic w(n] is
generated independently from the C2 traffic z[n], o7, is equal
to 02 + 2. We expand P, k] as follows:

o | X[k, WIE]]

VN UN
Since | X + Y| < |X|+ |Y]|, we have
ol < [ AT

We note that |X[k]|/VN is /P,.[k], and by taking the
expectation of both sides, we get

B[Py lH) < [VPl +V/aE] .

SRecall that in our analysis we normalize y[n] by subtracting its mean and
dividing by its standard deviation. So, in the sequel, y[n], w[n], and z[n] are
Zero mean.

Pyylk] = < IV TH]
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We can now express F [v,] as

Ogingaéil(E [Pyy[K])
E ['Yy] = o2
Y 2
< ogll[cngan}fq <[ P k] + \/a} )
- o2+ o2 )

Dividing the numerator and denominator by o2 we get

(VA= + \/SNR‘1>2

E <
[7] 1+ SNR7!

>

which corresponds to (6).
To develop the lower bound, we note that E [P,,[k]] >
P,.[k], therefore we have

OSIlCIlSmfl(E [Pyy[ ]]) Oflllﬁrlfamxfl(sz [k])

Dividing the numerator and denominator by o2 we get

Ve
> r
Eln] 2 1+SNR™Y

which corresponds to (7).

V. CONCLUSIONS

We study the periodic behavior of botnets’ command and
control (C2) communication traffic to detect bots. The periodic
behavior arises in botnets because bots are pre-programmed
to check for and download updates every T  seconds. This
is true in many botnets variants independent of the structure
and communication protocol they use. To test the periodic
behavior, we compute the periodogram of the packet count
sequence from the C2 communication traffic. We use Walker’s
large sample test to determine the significance of the maximum
ordinate of the periodogram. If it passes the test, then the traffic
is determined to have periodic behavior and so determined to
be botnet C2 traffic.

We test this procedure by analyzing the C2 traffic of a
TinyP2P botnet generated by SLINGbot, and show a strong
periodic behavior in the bots C2 traffic in Figure 2. We study
the effect of the period’s length and duty cycle of the C2 traffic
on the test performance and find that it increases with the
increase of the duty cycle and/or the decrease of the period
length. We analyze the test performance in the presence of
injected random noise traffic and develop a lower and an upper
bounds for the test performance as shown in Figure 4. The bot
herder can attempt to hide the C2 traffic periodic behavior by
uniformly randomizing the period within a certain small range
(e.g., 4-6 seconds). This can be modeled by a random phase,
which will be part of our future work.
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